AirDrive Keylogger / PRO /| MAX

Navodila za
uporabo
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. Lastnosti izdelkov

To evidence tipkanja iz katerekoli USB tipkovnice

NajmanjSi keylogger na trgu z dolzino le 21 mm (MAX razliCica je nekoliko
vecja)

Shrani do 8000 strani besedila

16 MB notranjega pomnilnika flash (razliCica MAX 8GB)

100% skrivnost, ni mogoce odkriti z varnostno programsko opremo
Podpira veé kot 40 razli¢nih postavitev tipkovnice

ZdruZzljiva z bralniki €rtne kode

Deluje kot Wi-Fi hotspot

Povezava iz katerega koli raCunalnika, pametnega telefona ali tablete

Dostop do podatkov iz spletnega brskalnika, brez posebne programske

opreme ali aplikacije

Pridobivanje podatkov na daljavo, brez fizi€nega stika z napravo
Enostavno in jasno spletni vmesnik

Podpira omreZja varnost WEP, WPA in WPA-2

Spomin zasciten Sifriranje strojne opreme

PRO verzija ponuja dodatne poSiljanju porocil prek zive podatkov
pretakanje (poglavje 6), e-poste (glej poglavje 4), €as snemanja (poglavje
5)in.

MAX razliica ponuja vse, kar PRO razli€ico, poleg tega pa se lahko
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uporablja kot flash disk z zmogljivostjo 8 GB
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2. Hitri zacetek

To poglavje vsebuje kratka navodila za osnovne kontrole keylogger. Ce potrebujete

podrobnejSe informacije, bodite pozorni na drugih poglavij.

1. USB-Vti€ s tipkovnico na keylogger. Keylogger nato prikljucite v vrata USB na

racunalniku (glej sliko. Spodaj).

2. Uporabite svoj telefon, tabli¢ni racunalnik, prenosnik ali racunalnik za
povezavo z omrezjem keylogger Wi-Fi. Ime tega omrezja ima obliko
AIR_XXYYZZ (npr. AIR_99D6DO0).

3. V spletnem brskalniku odprite naslov 192.168.4.1
4. Besedilo vnesli na tipkovnici, ki jin lahko (glej sliko na nasledniji strani):
e. [4] S klikom na podatkih Log [1] ogledati.

f. prenesli v besedilno datoteko s klikom na Download [2], in

Nalozite datoteko z dnevnikom.

5. Kliknite na Nastavitve [3], da bi dobili v meniju nastavitve (glej

poglavje 3).
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NeDrive - Dota Log

Q
m X

AirDrive Data Log

iestasdf
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3. Osnovne nastavitve

(Opomba: poskrbite, da so vsi podatki za dostop spremenili nastavitve, da se
spomnimo / obvestilo na varnem mestu nasprotnem primeru boste izgubili mozZnost za

povezavo z napravo in jo uporabljati..)

1. Po prikljucitvi keylogger, povezavo z omrezjem Wi-Fi in vnesite naslov
192.168.4.1 IP v spletnem brskalniku (glej poglavje 2. Quick Start),

meni Settings (Nastavitve).
2. V nastavitvah lahko spremenite:

a. Dostopne toCke Nastavitve (Settings - dostopnih tock):

Settings - Access Point

ACCESS POINT NAME (SSID)
AIR_320FA3

The Wi-Fi network name is a required setting. Case sensitive, max 30 chars.

ACCESS POINT SECURITY

This sets the network security type. For WEP/WPA/WPA2 setting a password is
necessary.

Password for secure networks. Case sensitive, minimum 8 chars, max 30 chars.

ACCESS POINT HIDDEN

T
AcceSs paulE RISSHORD e
|

Hides the network. You will need to enter the SSID manually to connect. Be
careful with this setting!

IMPORTANT WARNING

MEMORIZE THE NETWORK NAME AND PASSWORD,
OTHERWISE ACCESS TO DEVICE WILL BE IMPOSSIBLE!

Save Access Point setting

Cattinnc . Kav | naninn

i. Ime dostopne toCke (Access Point Name (SSID))

Izberete lahko poljubno ime.

i. Vrsta varnosti (Access Point Security)

Izberite vrsto varnosti, ali izberite Odpri omrezje

6 www.spy-shop.com



Naj nezavarovano omreZje - ne da bi morali za vstop podatke za
prijavo.

i. Geslo dostopna toCka (AP geslo). Lahko nastavite
geslo.

b. Nastavitev snemanja / prijavi (Nastavitve - Klju€ zapisovanju):

NrOrive - Settings X5k

= a
€« cC o D 19216841/

m X
>

Save Access Point settings

Settings - Key Logging

SPECIAL KEYS

This sets the logging level of special keys, such as function keys, shift, alt, control,
ate;

AYOL
This sets the language specific keyboard |a)
Dis LOGGING

[ |
This sets whether data logging is disabled completely.

Save data logging settings

i. Snemanje zpecialnich znakov (Special Keys)
Izberite, ali Zelite posneti posebne znake, kot so Shift, Ctrl, Alt,
Num Lock, itd Vse posebne izbirne tipke evidenco vseh
posebnih znakov Nekatere moznosti Posebne tipke belezi
glavne posebne znacilnosti in izbire Ni posebnih tipk zabeleZili le

besedilo. Ki jih je treba evidentirati in Stevilke, izberite moznost
Vse Posebna Keys.

i. Postavitev tipkovnice (Razpored tipkovnice)

Izberite postavitev ustreza tipkovnici.

ii. Izklop rekord (Onemogoci prijavo)
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c. Ce zelite izbrisati vse zabeleZene podatke / dnevnik (Erase Log)

d. lzbira Toggle Tipkovnica <=> Flash Drive (na voljo samo v razliCicah max)
Ta moznost preklopi iz nacina Keylogger / Keyboard (pritisk na tipko
secnja) Nacin Flash pogon. Postopek zato najemnin tipk monitorja
naprava v nacinu tipkovnice in le, ¢e bomo napravo uporabite kot bliskovni
pogon (kapaciteta je 8 GB), vklopite to nastavitev. Po vklopu naprave na
sistemu se bo pojavil kot USB kljucek in ga lahko uporabite za prenos
datotek, in tako naprej. Hkrati pa se pojavi na log.txt, ki se zajame vse
dejavnosti, izvedene na tipkovnici, dokler ne vklopite to moznost
(dejavnost Nacin Flash Drive, se ne prikaze) Opomba:. V log.txt priti v
nacinu tipkovnice, saj je opisano v tocki 2.4 (izberete Download>
Download Log datoteke). Zahvaljujo¢ 8 GB pomnilnisko napravo, v bistvu
dolo¢a heomejeno shranjevanje za snemanje dejavnost na tipkovnici (Ce

ga ne evidentira na drugih velikih datotek).

3. Shraniti spremembe, kliknite na nastavitve Shrani dostopna tocka

(nastavitve hranilnice na dostopno tocko).

4. V primeru, da ste spremenili podatke za prijavo, spet prikljucite na

omrezno keylogger Wi-Fi z novimi poverilnice.
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4. Posiljanje sporocil po e-posti (samo Pro Max)

(Opomba: Za posSiljanje e-poste je potrebno keylogger za povezavo z internetom To se

doseze z uporabo dostopne toCke z internetno povezavo, npr Home usmerjevalnik,
glej odstavke 2-5.).

1. Povezite se AirDrive (glejte Hitri zaCetek) in odprite spletni brskalnik
naslov 192.168.4.1

2. V Napredne nastavitve (Napredne nastavitve), preverite napravo
uporabljate kot Wi-Fi (WLAN naprave Omogoci).

¥
§
qa
f+3
=
a
g @
m X

Advanced Settings - Wi-Fi Device

WLAN L& ENABLE
This will cause the device to operate as a Wi-Fi device (parallel to Wi-Fi Access
Point).

WLAN NETWORK NAME (SSID)

The Wi-Fl network to connect to is a required setting. Case sensitive, max 30
chars.

bt L esdfohk |

The password for the selected network. Case sensitive, max 30 chars.

IMPORTANT NOTE

A valid Wi-Fi conpection to the Intermet is required for other advanced features to operate properly.

Save Wi-Fi device settings

Advanced Settings - Time-stamping

TIME-STAMPING ENABLE

3. Za postavke Ime WLAN omrezja (SSID), vnesite ime dostopne tocCke, ki jo

Zelite uporabiti za dostop do interneta.

4. Vnesite geslo za dostop do dostopno to¢ko omreZja z izbrano moznost
Geslo WLAN.

5. Shrani nastavitve Wi-Fi (Wi-Fi Shrani nastavitve naprave).

9 www.spy-shop.com



6. AirDrive poSlje e-posto v Gmailu. Najprej morate spremeniti varnostne
nastavitve za Google Racun. Na myaccount.google.com Torej, po prijavi v
nastavitve, izberite aplikacijo, ki imajo dostop do racuna (glej sliko. Spodaj).

Google @ 0 °

GMvil'n

Vitejte, u2ivatell

Spréava, ochrana a zabezpeceni Uctu na jednom misté

Stranka M Obet umo2iufe rychly phistup k nastavenim a nistrojim, pomodl kterych miltete zabezpedit svd data, ochrinit své soukromi a wrdit, jak vade informace
mizeme vyuZivat k pizplsobeni siuzeb Google.

Prihlaseni a Osobni udaje fam

a : > S ! > £X Nastaveni Gétu >
zabezpedeni a soukromi

Miite pod keetrolou své hesho & plistup k Gitu Speaufie své nastaveni vidaeinesti a Gata, pomoci Spravefe nastaveni Gty nagd. platebal metody,

Google. Kerych vdm péizplsobugeme shatby. Jazyky a modnosti Olodidté

Aplikace s

7. Omogocanje dostopa do manj varne aplikacije (Dovoli manj varnih
aplikacij: ON).
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NrDrive - Advanced LR <

= a x
€ Ce D 192.16841/odvancod hir =

Advanced Settings - Email Reporting

EMAIL REPORT ENABLE

This will enable sending periodical Email reports. Requires an Internet connection
(as a Wi-Fi device) and configuring an SMTP Email account.

EMAIL REPORT RECIPIENT

AirDriveTest@gmail.com
The recipient Email for reports. Max 30 chars.

EMAIL REPORT INTERVAL

The interval for reports in minutes. Minimum 1 minute.

SMTP SERVER
The SMTP server for outgoing Emalls. Max 30 chars. For Gmall use:
smtp.gmail.com
SMTP USER NAME

AlrDriveTest@gmail.com
The SMTP server user name. Max 30 chars. For Gmail use:
your_emall@gmail.com

SMTP PASSWORD

The SMTP server password. Max 30 chars.

8. V naprednih.ni V& ylogger (192.168.4.1) Iszgarite odsek za

KO morate i1z

9. Popustite porocanje s preverjanjem porocilo Omogoc€i E-posta.

10. E-posta Porocilo Prejemnik na vas e-postni naslov, ki ga Zelite uporabiti za

prejemanje porocil o keylogger. Uporabite lahko npr. Naslov v Gmailu.

11. Email Porocilo Interval nastavite, kako pogosto so porocila je treba
poslati (minimalno 1 minuta).

12. Navedite streznik SMTP. Gmail smtp.gmail.com.
13. SMTP uporabnisko ime v primeru Gmail, naslov v Gmailu.

14.Vnesite geslo v geslo in Stevilko vrat SMTP v pristanis¢u SMTP (Gmail,
uporabite vrednost 465).

15. Prihranite s klikom na Shrani nastavitve Email poro¢anja.

16. Odprite svoj Gmail email in se prepriajte, da odide iz porocil AirDrive
keylogger (glej slike spodaj).
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S hvézdickou
Dilezité
Chaty
Odeslana poita
Koncepty
V3echny zpravy
Spam
Kog

v Kategorie

Vire -

o

I Doruéena posta (27)

Q Primarni 22 Socidlni sité % Promo akce +
ja == AirDrive report == - idsdfdi[2N][3M][4N]qwer[TN][BM][IN][4M][SN][EM][1N][2N][3N] [Tab: 16:35
ja == AirDrive report <= - idsdfdi[2N][3M][4N]gwer[TN][BM][IN][4M][SN][6M][1N][2N][3N] [Tab 16:34
ja == AirDrive report == - idsdfdi[2N][3M][4N]qwer[TN][8M][IN][4M][SN][6M][1N][2N][3N] [Tab 16:33
Google Byl povolen pfistup méné zabezpe€enym aplikacim - Byl povolen pfistup méné zabezpetenym 15:20
Gmail ~ “ a 1] [ - ¥ - Dalsi
==> AirDrive report <== Dorudend podta  x

@gmail.com
komu: skrytd kopie: mné [~

idsdfdi[2MN][3M][4N]qwer[TM][EN][IM][4N][SM][EN][TN][2M][3M] [Tak][Ent]
asdffdsa_ [Ent]

fdsaz[Ent]

test[Ent]

test[Ent]

testasdf1N][2M][3MN][4N][Ent]

[Ent][Ent][Ent][Ent]test[Ent]

[AM][EN][BMN][TM]asdf[Ent]

asdf[Ent]
[IM][ZN][3N][AN][EM][EM][TN][BM][9N][Ent]t[Bek]estdizi[2M][3M][4N][EN][EN][TM][EN][9M][Ent]
asdf[Ent]

test[Ent]

ger[Ent]

[OM][EBNI[TM][BM][SN][4M][3N][2M][TN][Ent]
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5. Cas snemanja (samo Max Pro verzija)

(Opomba: Potrebna je ¢as snemanja keylogger povezavo z internetom To se doseZe z
uporabo dostopne toCke z internetno povezavo, npr Home usmerjevalnik - glej
poglavje 4, odstavki 2-5...)

1. PoveZite se AirDrive (glej poglavje 2 Quick start) in odprite spletni
brskalnik naslov 192.168.4.1

2. V Napredne nastavitve (Napredne nastavitve) v sekciji Cas Zigosanje

preverite Uporaba snemalnega &asa (Time-Zigosanje Omogoéi).

ArDrive - Advanced x +

> C0 D192,

Advanced Settings - Time-stamping

TIMF NG ENABLE
Enables time-stamping. Requires an Internet connection (as a Wi-Fi device) to get
the current time from an NTP server.
NTP SERVER

Network Time Protocol server. Use time.nist.gov or a specific server (i.e. from
ntp.org)

TIME ZONE

UTC+01:00

This sets the time zone, which is necessary to offset the time stamps for the
gecgraphical location.

DAYLIGHT SAVING TIME

Enables daylight saving time (summer time). Adds one hour to the current time
zone,

12H FORMAT
Forces 12h time-stamp format (using AM/PM), as opposed to 24h format.
IMPORTANT NOTE

Time-stamping will begin after retrieving the first valid response from the NTP server.

3. Poleg tega, lahko spremenite nastavitve:

a. NTP streznik

Izberete lahko streznik, ki ga Zelite uporabiti za pridobivanje ¢asa, ali
obdrzati privzeto.

b. Casovni pas (Casovni pas)

V primeru Ceske republike, je UTC + 01: 00
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c. Uporabite DST (poletni ¢as)
d. 12-urni (12H format)
4. Shranite nastavitve s klikom na Shrani nastavitve Time-zigosanje.

5. Sedaj preverite dnevnik (brskalnika v besedilno datoteko) evidence

dopolnjene datumov.

AirDrive Data Log

asdffdsa
Isaz
ws’

testasdf
test
asdf
asdf
€ estdizi
asdf
test
ger
qqqd
-I"I"I"I-
time test
time test
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6. Zive podatki pretakanje (Pro verzija le Max)

(Opomba: Za je potrebno v Zivo sreamovani keylogger za povezavo z internetom
To se doseze z uporabo dostopne toCke z internetno povezavo, npr Domov

usmerjevalnik - glej poglavje 4, odstavki 2-5...)

1. Povezite se AirDrive (glej poglavje 2 Quick start) in odprite spletni
brskalnik naslov 192.168.4.1

2. V Napredne nastavitve (Napredne nastavitve), preverite napravo
uporabljate kot Wi-Fi (WLAN naprave Omogoci).

3. Za postavke Ime WLAN omrezja (SSID), vnesite ime dostopne toCke, ki jo

zelite uporabltl za dostop do | mterneta
W — V_|' A\
4. Vnesite gesIQza dostop do dostopno tocko omreZJa z izbrano moznost

Geslo WLAN.

5. Shrani nastavitve Wi-Fi (Wi-Fi Shrani nastavitve naprave).

NiDrive - Advanced X5k - g X

« > C 0 D 1921684 /ocvancod | 4 yes “s - 90 +r OB

Please use an SMTP server which does not require SSL/TLS encryption. Gmail requires enabling the option Allow less secure apps In Google account settings,

Advanced Settings - Data Streaming

DATA STREAMING ENABLE

This will enable sending the logged data to a chosen host using UDP. Requires an
Internet connection (as a Wi-Fi device) and configuring a target host.

TARGET HOST 10.0.0.0

The IP address of the target host. Max 30 chars.
TARGET PORT 25998
The UDP port to use for sending data.
IMPORTANT NOTE

A UDP client ts necessary to recelve the streamed data, Here is an for MS Windows. Make sure the target IP address and port match the client
system, and that a firewall or antivirus software Is not blocking the communication.

Save data streaming settings
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6. Zdaj ves IP naslov cilja. Podatki pretakanje je mogoce storiti na skoraj
vsakem operacijskem sistemu. V primeru Windows boste nasli IP naslov

npr. Z izvajanjem cmd.exe (tipa cmd v ukazni vrstici) in tipkanje ipconfig.

7. Pojdi na Napredne nastavitve (Napredne nastavitve) na vaSem keylogger
tipkanje na naslov 192.168.4.1 v vaSem spletnem brskalniku. I1zberite
nastavitve pretoka podatkov. Tukaj omogocajo pretakanje podatkov s

preverjanjem Omogoci prenosi podatkov (gl. Sliko zgoraj).
8. V Target Host Vnesite naslov IP destinacijo, ki so jih v preiskavi v tocki 6.

9. Izpolnite vrednost za destinacijo vrata (Port Target). Privzeta vrednost je
25.998, lahko pa uporabite katerokoli drugo vrednost.

10. Shranite nastavitve s klikom na shranjevanje podatkov za pretakanje.

11. Zdaj boste morali zagotoviti, da‘oprema, kjer je UTC pretakanje steza

imenuje prisotna. UDP aplikacije.

a. Npr v Android OS iz Google Play, da aplikacija lahko poiscete "UDP
sprejemnika" ali "UDP terminal”, nato pa ga namestite.

b. V operacijskem sistemu Windows, lahko uporabite UDP aplikacijo, ki je
del vasega AirDrive keylogger. Tam, glejte Nastavitve (Settings). Kliknite
na povezavo primer stranko jo lahko prenesete (datoteke Receiver.exe).
(Opomba:. Pri uporabi priloZzeno programsko opremo, se prepri¢ajte, da
pozarni zid ali protivirusni program blokira komunikacijo tudi po zagonu
programa, se prepricajte, da je vrednost v polju Prejemanje UDP vrata je
enako vrednosti ki ste ga vnesli v oddelku 9. Kon¢no, boste morali klikniti
kliknite vezejo vrata za uspesno komunikacijo preko pristani$€a po vasi

izbiri - glej sliko spodaj)..

Spy-shop.com stran15


http://www.spyobchod.cz/

B ' AirDrive Receiver Elﬂlg

Bind port l]

c. Ce je vse pravilno nastavljeno, bo UDP stranka prikaze v realnem

Casu vsem, Ki se je zaCel na opazovanega tipkovnici.

®  AirDrive Receiver E‘E‘g

a e e e

[Tablgegeqqqeqqegeqeqegeq[Bck][Bek][Bck][Bek][Bek][Bckitest data streaming[Ent]

. I I W B 3 O

Annotate || UDP receive port 25998 [ Unbind port J

Spy-shop.com stran16


http://www.spyobchod.cz/

7. VVprasanja
Keylogger ne bo delovala z naslednjimi napravami:
e laptop tipkovnico
e Bluetooth tipkovnica
e USB-PS2 in USB PS2 zmanjSanje
Tipkovnica se ne odziva:
e USB prikljucek ali keylogger ni pravilno vstavljena - pogledat.

e Keylogger je aktiviran za branje podatkov - nastavitev keylogger stikalo
na tipkovnici, glejte poglavje 3.2.d

Keylogger ne preklopi v nacin Disk fash
e Preverite, ali je keylogger priklju¢en v skladu z navodili, glejte poglavje 3.2.d
Motnja nacionalnih znacilnosti v poro¢ilih

e Poskrbite, da je nastavitev izbrana pravilno razporeditev tipkovnice, glejte

poglavje 3.2.b.ii.
Vse, kar sem Ze preveril, brez uspeha! Ce
teZava ni odpravljena, nadaljujte, kot sledi:
1. PrepriCajte se, da tezave Se vedno obstajajo na drugi tipkovnici

2. Ce je mogoge, se prepricajte, da problemi so prisotni tudi na drugem
racunalniku

3. PiSite nam na nasih stikov

Spy-shop.com stranl7


http://www.spyobchod.cz/

8. tehnicni podatki

napajanje:
poraba:

Podpora Tipkovnica:

Max. Hitrost
usedanja (vrh).

Obicajna stopnja za
shranjevanje:

Pomnilnik:
Endurance podatki:
Max. Hitrost prikaza:

Mere vKlj. prikljuCek:

4.5 - 5.5V DC (sestavljen iz USB prikljucka)
65 mA (0,33W)

USB HID skladne (nizko hitrost, s polno
hitrostjo, visoke hitrosti)

priblizno 500 bajtov / s

priblizno 100 bajtov / s

16 MB - osem gigabajtov
100 let
150 kb /s

35 mm x 20 mm x 12 mm
(Razli¢Gica MAX 55 mm x 18 mm x 8 mm)
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AirDrive Keylogger / PRO / MAX

Instructions for
use
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. product Features

It records keystrokes from any USB keyboard

The smallest keylogger on the market with a length of only 21 mm (MAX
version is slightly larger)

Stores up to 8,000 pages of text

16 megabytes of internal flash memory (version MAX 8GB)
100% secret, undetectable by security software

It supports.over 40 different keyboard layouts

Compatible with barcode readers

It works as a Wi-Fi hotspot

Connection from any computer, smartphone, or tablet

Accessing data from a web browser without special software or

applications

Obtaining data remotely, without physical contact with the device
Simple and clear web interface

It supports network security WEP, WPA, and WPA-2

Memory protected hardware encryption

PRO version offers extra sending reports via e-mail (see Chapter 4)

Recording time (Chapter 5) and Live streaming data (Chapter 6).

MAX version offers everything the PRO version, plus it can be used as a
flash drive with a capacity of 8 gigabytes
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4. Quick start

This section provides brief instructions for basic control keylogger. If you need more

detailed information, pay attention to the other chapters.

6. Plug the USB connector from the keyboard to the keylogger. Keylogger then

plug into a USB port on your computer (see Fig. Below).

7. Use your phone, tablet, laptop, or computer to connect to a Wi-Fi
network keylogger. The name of this network has the shape
AIR_XXYYZZ (eg. AIR_99D6DO0).

8. In a Web browser, open the address 192.168.4.1
9. Text typed on the keyboard, you can (see illustration on next page):
e. view [4] By clicking on the Log Data [1].

f. downloaded as a text file by clicking the Download [2], and

Download Log File.

10. Click on Settings [3] to get to the settings menu (see Chapter 3).

4 www.spy-shop.com



NeDrive - Dota Log

Q
m X

AirDrive Data Log

iestasdf
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3. Basic settings

(Note: make sure that all access details changed the setting to remember / notice in a

safe place. Otherwise you lose the ability to connect to the device and use it.)

5. After connecting keylogger, connect to the Wi-Fi network and enter the
IP address 192.168.4.1 in your web browser (see Chapter 2. Quick
Start), select the Settings menu (Settings).

6. In the settings you can change:

a. Access point settings (Settings - Access Point):

AiDrive - Setungs LR <

]
Q
m X

Settings - Access Point

ACCESS I NAME (SSID)

AIR_320FA3
The Wi-Fi network name is a required setting. Case sensitive, max 30 chars.

ACCESS POINT SECURITY

This sets the network security type. For WEP/WPA/WPA2 setting a password is
necessary.

ACCESS POINT PASSWORD
Password for secure networks. Case sensitive, minimum 8 chars, max 30 chars.

ACCESS POINT HIDDEN

Hides the network. You will need to enter the SSID manually to connect. Be
careful with this setting!

IMPORTANT WARNING

MEMORIZE THE NETWORK NAME AND PASSWORD,
OTHERWISE ACCESS TO DEVICE WILL BE IMPOSSIBLE!

Save Access Point setting

Cattinnc - Kav | naninn

i. Access point name (Access Point Name (SSID)) You
can choose any name.

i. Type of security (Access Point Security)

Select the type of security, or select Open Network
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Keep an unsecured network - without the need to enter login
information.

i. Password Access Point (AP Password). You can set
a password.

b. Setting the recording / logging (Settings - Key Logging):

NrOrive - Settings X5k

€« cC o D 19216841/

Q
m X

Save Access Point settings

Settings - Key Logging

SPECIAL KEYS

This sets the logging level of special keys, such as function keys, shift, alt, control,
ate;

AYOL
This sets the language specific keyboard |a)
Dis LOGGING

[ |
This sets whether data logging is disabled completely.

Save data logging settings

i. Recording zpecialnich character (Special Keys)
Choose whether to record the special characters such as Shift,
Ctrl, Alt, Num Lock, etc. All Special Selection Keys record all
special characters Some Special Keys option records the main
special features and choice No Special Keys recorded only text.

To be recorded and numbers, select the option All Special Keys.

i. Keyboard layout (Keyboard Layout) Choose

the layout corresponding to your keyboard.

i. Turning off the record (Disable Logging)
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c. To erase all the recorded data / log (Erase Log)

d. Selecting Toggle Keyboard <=> Flash Drive (available only in versions
MAX) This option switches from mode Keylogger / Keyboard (keystroke
logging) mode Flash drive. The procedure therefore is letting the device
monitor keystrokes in the Keyboard mode and only if we use the device as
a flash drive (capacity is 8GB), switch this setting. After switching the
device on the system will appear as a USB flash drive and you can use it
to transfer files, and so on. At the same time it appears on log.txt, which is
recorded all activity performed on your keyboard until you switch this
option (Mode Flash Drive activity is not recorded) Note .: the log.txt to get
in Keyboard mode, as described in section 2.4 (select Download>
Download Log File): Thanks to 8GB of memory device provides
essentially unlimited storage for recording activity on the keyboard (if you

do not record it on other large files).

. Save your changes, click on Save Access Point settings (Saving settings

on the access point).

In case you changed the login information, connect again to the Wi-Fi

network keylogger using new credentials.
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4. Sending reports by e-mail (only Pro and Max)

(Note: To send e-mail keylogger is needed to connect to the Internet. This is achieved

by using an access point with an Internet connection, eg. Home router, see
paragraphs 2-5)

17.Connect to your AirDrive (see Quick start) and open the web browser
address 192.168.4.1

18.In the Advanced Settings (Advanced Settings), check the Use device as
a Wi-Fi (WLAN Device Enable).

Q
X

=
a
-
"

Advanced Settings - Wi-Fi Device
WLAN & ENABLE

This will cause the device to operate as a Wi-Fi device (parallel to Wi-Fi Access
Point).
WLAN NETWORK NAME (SSID)

The Wi-Fl network to connect to is a required setting. Case sensitive, max 30
chars.

WLAN PASSWORD

The password for the selected network. Case sensitive, max 30 chars.

IMPORTANT NOTE

A valid Wi-Fi conpection to the Intermet is required for other advanced features to operate properly.

Save Wi-Fi device settings

Advanced Settings - Time-stamping

TIME-STAMPING ENABLE

19. For items WLAN Network Name (SSID), type the name of the access point
you want to use to access the Internet.

20. Enter the password for access to the network access point using the selected
option

Password WLAN.

21. Save settings Wi-Fi (Wi-Fi Save Device Settings).
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22. AirDrive sends e-mail through Gmail. First, you must change the security
settings of your Google Account. At myaccount.google.com So after logging
in settings, select the application with access to the account (see Fig. Below).

Google # 0@

GMvii'n

Vitejte, u2ivatell

Spréava, ochrana a zabezpeceni Uctu na jednom misté

Stranka M Obet umo2iufe rychly phistup k nastavenim a nistrojim, pomodl kterych miltete zabezpedit svd data, ochrinit své soukromi a wrdit, jak vade informace
mizeme vyuzivat k plizpdsobeni siuzeb Google.

Prihlaseni a Osobni udaje fam

a : > S ! > £X Nastaveni Gétu >
zabezpeceni a soukromi

Mijte pod koetrolou své heslo & phistup & G2ty Speavufie svi nastaveni vidaeincsti a Gata, pomoci Spravagte nastaveni Gity, napt, platebnl metody,

Google. kterych vim péizplsobujeme shatby. jazyky a modnossi Glodidté

Aplikace s

23.Enable access less secure apps (Allow less secure apps: ON).
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NrDrive - Advanced LR <

= a x
€ Ce D 192.16841/odvancod hir =

Advanced Settings - Email Reporting

EMAIL REPORT ENABLE
This will enable sending periodical Email reports. Requires an Internet connection

(as a Wi-Fi device) and configuring an SMTP Email account.

EMAIL REPORT RECIPIENT AirDriveTest@gmail.com

The recipient Email for reports. Max 30 chars.
e & —— |

The interval for reports in minutes. Minimum 1 minute.

SMTP SERVER

The SMTP server for outgoing Emalls. Max 30 chars. For Gmall use:
smtp.gmail.com

SMTP USER NAME

AlrDriveTest@gmail.com
The SMTP server user name. Max 30 chars. For Gmail use:
your_emall@gmail.com

SMTP PASSWORD

The SMTP server password. Max 30 chars.

24.1n the adv ylogger (192.168.4.1) SJeIect a section for
' KO morate i1zvedet

reporting e-mail Email Reporting (see Fig. Abo'vé‘);
25.Loosen reporting by checking the Enable Email Report.

26. Email Report Recipient to your e-mail address you want to use to receive

reports of keylogger. You can use eg. Your Gmail address.

27.The Email Report Interval to set how often the reports are to be sent
(the minimum is 1 minute).

28. Specify the SMTP server. Gmail's smtp.gmail.com.
29. SMTP User Name in the case of Gmail, your Gmail address.

30. Enter your password in the Password and SMTP port number in the SMTP
port (for Gmail, use the value 465).

31. Save by clicking on Save Settings Email Reporting.

32.Open your Gmail email and make sure that you walk out of your

reports AirDrive keylogger (see pictures below).
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S hvézdickou
Dilezité
Chaty
Odeslana poita
Koncepty
V3echny zpravy
Spam
Kog

v Kategorie

Vire -

o

I Doruéena posta (27)

Q Primarni 22 Socidlni sité % Promo akce +
ja == AirDrive report == - idsdfdi[2N][3M][4N]qwer[TN][BM][IN][4M][SN][EM][1N][2N][3N] [Tab: 16:35
ja == AirDrive report <= - idsdfdi[2N][3M][4N]gwer[TN][BM][IN][4M][SN][6M][1N][2N][3N] [Tab 16:34
ja == AirDrive report == - idsdfdi[2N][3M][4N]qwer[TN][8M][IN][4M][SN][6M][1N][2N][3N] [Tab 16:33
Google Byl povolen pfistup méné zabezpe€enym aplikacim - Byl povolen pfistup méné zabezpetenym 15:20
Gmail ~ “ a 1] [ - ¥ - Dalsi
==> AirDrive report <== Dorudend podta  x

@gmail.com
komu: skrytd kopie: mné [~

idsdfdi[2MN][3M][4N]qwer[TM][EN][IM][4N][SM][EN][TN][2M][3M] [Tak][Ent]
asdffdsa_ [Ent]

fdsaz[Ent]

test[Ent]

test[Ent]

testasdf1N][2M][3MN][4N][Ent]

[Ent][Ent][Ent][Ent]test[Ent]

[AM][EN][BMN][TM]asdf[Ent]

asdf[Ent]
[IM][ZN][3N][AN][EM][EM][TN][BM][9N][Ent]t[Bek]estdizi[2M][3M][4N][EN][EN][TM][EN][9M][Ent]
asdf[Ent]

test[Ent]

ger[Ent]

[OM][EBNI[TM][BM][SN][4M][3N][2M][TN][Ent]
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5th Time Recording (Pro version only and Max)

(Note: The recording time is needed keylogger connect to the Internet. This is

achieved by using an access point with an Internet connection, eg. Home router. - see
chapter 4, paragraphs 2-5)

7. Connect to your AirDrive (see Chapter 2 Quick start) and open the web
browser address 192.168.4.1

8. In the Advanced Settings (Advanced Settings) in section Time-stamping
check the Use of recording time (Time-Stamping Enable).

ArDrive - Advanced x +

> C0 D192,

Advanced Settings - Time-stamping

TIMF NG ENABLE
Enables time-stamping. Requires an Internet connection (as a Wi-Fi device) to get
the current time from an NTP server.
NTP SERVER

Network Time Protocol server. Use time.nist.gov or a specific server (i.e. from
ntp.org)

TIME ZONE

UTC+01:00

This sets the time zone, which is necessary to offset the time stamps for the
gecgraphical location.

DAYLIGHT SAVING TIME

Enables daylight saving time (summer time). Adds one hour to the current time
zone,

12H FORMAT
Forces 12h time-stamp format (using AM/PM), as opposed to 24h format.
IMPORTANT NOTE

Time-stamping will begin after retrieving the first valid response from the NTP server.

9. Additionally, you can change the settings:

a. NTP Server

You can select the server you want to use to gain time, or keep the
default.

b. Time zone (Time Zone)

In the case of the Czech Republic, itis UTC + 01: 00
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c. Use DST (Daylight Saving Time)
d. 12-hour (12H Format)
10. Save the settings by clicking on Save Settings Time-Stamping.

11. Now check the log (the browser in a text file) records supplemented dates.

AirDrive Data Log

asdffdsa
fdsaz
test
test
testasdf
test
asdf
if
t estdizi
asdf
test
qger
qqqd
Sy
time test
time test
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12.Live streaming data (Pro version only and Max)

(Note: For live sreamovani keylogger is required to connect to the Internet. This
is achieved by using an access point with an Internet connection, eg. Home

router. - see chapter 4, paragraphs 2-5)

12. Connect to your AirDrive (see Chapter 2 Quick start) and open the web
browser address 192.168.4.1

13.In the Advanced Settings (Advanced Settings), check the Use device as
a Wi-Fi (WLAN Device Enable).

14. For items WLAN Network Name (SSID), type the name of the access point
you want to use to access the Internet.

15. Enter the password for access to the network access point using the selected
option — v A te izved

Password WLAN.

16. Save settings Wi-Fi (Wi-Fi Save Device Settings).

NieDrive - Advanced x + - 0 X

« 2 C 0 D 192.1684 /advanced htrmi 1d y o 009 ¥ 0O
Please use an SMTP server which does not require SSL/TLS encryption. Gmail requires enabling the option Allow less secure apps In Google account settings.,

Advanced Settings - Data Streaming

DATA STREAMING ENABLE
This will enable sending the logged data to a chosen host using UDP. Requires an
Internet connection (as a Wi-Fi device) and configuring a target host.

TARGET HOST

10.0.0.0
The IP address of the target host. Max 30 chars.
TARGET PORT 25998

The UDP port to use for sending data.

IMPORTANT NOTE

A UDP client is necessary to recelve the streamed data. Here is an for MS Windows. Make sure the target IP address and port match the client
system, and that a firewall or antivirus software is not blocking the communication.

Save data streaming settings
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17.Now you know the IP address of the destination. Streaming data can be
done at almost any operating system. In the case of Windows will find the
IP address eg. By running cmd.exe (type cmd in the command line) and

typing ipconfig.

18. Go to Advanced Settings (Advanced Settings) on your keylogger typing the
address 192.168.4.1 in your web browser. Select Data Streaming settings.
Here enable streaming data by checking the Enable Streaming Data (see
Fig. Above).

19.In the Target Host Enter the IP address of the destination that you have
investigated in point 6.

20. Fill value for the destination port (Port Target). The default value is 25998,

but can use any other value:
21. Save the settings by clicking on Save Data Streaming Settings.

22.Now you need to make sure that the equipment where the UTC streaming

track is called present. UDP applications.

a. E.g.inthe Android OS from Google Play that app can search for the

"UDP receiver" or "UDP terminal" and then install it.

b. In Windows, you can use UDP application that is part of your AirDrive
keylogger. There, see Settings (Settings). Click on the link example client
you can download it (a file Receiver.exe). (Note: When using the supplied
software, make sure the firewall or anti-virus program is blocking
communication. Also, after running the program, make sure that the value
in the field Receive UDP port is identical with the value you entered in
Section 9. Finally, you need to click click Bind port in order to
communicate successfully through the port of your choice - see Fig.

below).

www-spy-shop.com Pagel5


http://www.spyobchod.cz/

B ' AirDrive Receiver Elﬂlg

Bind port l]

c. If everything is set up correctly, UDP client will appear in real time

everything that is entered on the keyboard monitored.

®  AirDrive Receiver E‘E‘g

a e e e

[Tablgegeqqqeqqegeqeqegeq[Bck][Bek][Bck][Bek][Bek][Bckitest data streaming[Ent]

. I I W B 3 O

Annotate || UDP receive port 25998 [ Unbind port J
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7. FAQ
Keylogger will not work with the following devices:
e laptop keyboard
e Bluetooth keyboard
e USB-PS2 and PS2-USB reduction
Keyboard does not respond:
e USB connector or a keylogger is not inserted correctly - check it.

e Keylogger is activated for reading data - setting keylogger switch to the
Keyboard, see chapter 3.2.d

Keylogger fail to switch to Disk mode Fash

e Check whether the keylogger connected according to the instructions, see
section 3.2.d

Malfunction of national characteristics in reports

e Make sure that the settings selected the correct keyboard layout, see
chapter 3.2.b.ii.

Everything | have already checked, to no avail!
If the trouble persists, proceed as follows:
4. Check that problems persist on other keyboard
5. If possible, make sure that problems persist even on another PC

6. Contact us on our contacts
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9. Specifications

power supply:
Consumption:

Keyboard Support:

Max. deposition
speed (tip.)

Normal storage rate:

Memory capacity:

Data Endurance:

Max. Speed display:

Dimensions incl.
connector:

www-spy-shop.com

4.5 - 5.5V DC (drawn from the USB port)
65 mA (0,33W)

USB HID-compliant (low-speed, full-speed,
High-speed)

approximately 500 bytes / s

about 100 bytes / s

16 megabytes - eight gigabytes
100 years

150 kB /s

35 mm x 20 mm x 12 mm
(Version MAX 55 mm x 18 mm x 8 mm)
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